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Digital Energy
Multilin

Multilink ML800
Managed Edge Switch

Chapter 1: Introduction

1.1 Getting Started

1.1.1 Inspecting the Package and Product

Examine the shipping container for obvious damage prior to installing this product; notify
the carrier of any damage that you believe occurred during shipment or delivery. Inspect
the contents of this package for any signs of damage and ensure that the items listed
below are included.

This package should contain:

1. ML800 Managed Edge Switch, base unit (configured with user-selected port
module options installed)

2. Set of two metal vertical mounting brackets, with screws to the case
3. ML800 Installation and User Guide (this manual).

Remove the items from the shipping container. Be sure to keep the shipping container
should you need to re-ship the unit at a later date.

In the event there are items missing or damaged, contact the party from whom you
purchased the product. If the unit needs to be returned, please use the original shipping
container if possible. Refer to Section 6, Troubleshooting, for specific return procedures.
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INTRODUCTION

CHAPTER 1: INTRODUCTION

1.2 Order Codes

ML800 [

Power Supply 250S
125S
48VS
24VS
12VSs
125D
48VD
24VD
48PS
48PD
HIAC

Modules

RoHS/Conformal Coating
Option

1-2

SlotA SlotC SlotD

c1
|

c2

XX

XX

H3
H4
H5
H6
H7
HG
HH
HI

HJ
HK

< NTITX—Y"—FFF"FT——-————-—"——

Base Unit

ML800 250VDC Chassis

ML800 125VDC Chassis

ML800 48VDC Chassis

ML800 24VDC Chassis

ML800 12VDC Chassis

ML800 125VDC Chassis - Dual Input PSU
ML800 48VDC Chassis - Dual Input PSU
ML800 24VDC Chassis - Dual Input PSU
ML800 48VDC Chassis - PoE enabled
ML800 48VDC Chassis - PoE enabled with Dual Input PSU
ML800 100-240V AC Chassis

None

4 % 10/100 RJ-45

4 % 10/100 RJ-45

4 x 10/100 RJ-45 PoE-enabled ports (only with ML800-48P
models)
2 x10/100 RJ-45 + 2x 100Mbit MTRJ mm Fiber

2% 10/100 RJ-45 + 2% 100Mbit LC mm Fiber

2% 10/100 RJ-45 + 2% 100Mbit LC sm Fiber 15km
3% 10/100 RJ45 Copper + 1x mm MTRJ Fiber

1x 10/100 RJ45 Copper + 3x mm MTRJ Fiber

3% 10/100 RJ45 Copper + 1x mm LC Fiber

1x 10/100 RJ45 Copper + 3x mm LC Fiber

3% 10/100 RJ45 Copper + 1% sm LC 15 km Fiber
1x 10/100 RJ45 Copper + 3x sm LC 15 km Fiber
3% 10/100 RJ45 Copper + 1x sm LC 40 km Fiber
2% 10/100 RJ45 Copper + 2% sm LC 40 km Fiber
1x 10/100 RJ45 Copper + 3% sm LC 40 km Fiber
2% 1000Mbit LC sm Fiber 10km

2% 1000Mbit LC sm Fiber 25km

2% 1000Mbit LC sm Fiber 40km

2% 1000Mbit LC sm Fiber 70km

2% 1000Mbit RJ-45 Copper

1x 1000Mbit LC sm Fiber 10km

1% 1000Mbit LC sm Fiber 25km

1x 1000Mbit LC sm Fiber 40km

1x 1000Mbit LC sm Fiber 70km

1x 1000Mbit RJ-45 Copper

None

Harsh Chemical Environment Conformal Coating
RoHS-compliant

RoHS-compliant with Harsh Chemical Environment Coating

MULTILINK ML800 MANAGED EDGE SWITCH - INSTRUCTION MANUAL
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> To delete or edit the entries, use the delete or edit icons next to each
entry shown above.

5.4.8 Erasing Configuration

Kill Config option using SWM

To erase the configuration and reset the configurations to factory defaults, you can use
the kill config option from Administration tab by selecting kill config.

¥ User also has the option to save one module from defaulting back to factory defaults by
' checking the module box before issuing kill Config command.

NOTE
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In the example below “system” module box has been checked. In this case after kill Config
command is issued by pressing the OK button, the Switch will perform a factory dump
restoring all the Switch settings back to factory defaults except for the “System” settings
which will be retained.

© Graphical Display Kill Conﬁg (Restore Defaults) M] 200
= © Administration
3 File Mamt
L] kil Contig
© Ping Please check the boxes to retain the configuration
D system
0 3et
© Telnet
D User Momt
© Reboot
= @ Configuration _> b v System b Port-security
0 Loccess o
& Bridging b User 3 Port-rnirror
O 15MP
0 IPvE
O LacP v || Port 4 STR/RSTR
O Loos -
O Port b WLAN LA IGMP
© QoS
© RADIUS
O RSTP —» E
© SMTP
D SMMP
O SNTP
0 Statistics
O vLAN

b Acoess b | Lacp

“ersion: 2.1

When the OK button is pressed the Switch will issue the following warning messages; and
reboot the switch for it to revert back to the factory default settings with the exceptions of
modules opted not to be defaulted.

Warning

2 ‘ou must reboot for
changes to take an effect
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Switch is rebooting.
Please wait 60 seconds

T

|IP ADDRESSING

Here is a list of the modules and related settings that can be selected not to default back to

factory default settings.

Name Areas affected
System IP Configuration, Boot mode
User Users settings (e.g. login names, passwords)
Port Port settings, Broadcast Protection and QoS
settings
STP/RSTP STP, RSTP settings
Port-Security Port Security settings
Port-Mirror Port Mirror settings
VLAN Port/Tag VLAN settings
ACCESS IP-Access and Host Table settings
IGMP IGMP Settings
LACP LACP settings

Kill Config option using CLI

This command is a “hidden command”; that is, the on-line help and other help functions

normally do not display this command. The syntax for this command is:

kill Config

or

kill config save=module command

The kill Config command will default all the Switch settings back to factory defaults, while
the kill config save=module will default all with the exception of module selected.

Available modules are: system, user, acces, port, vlan, ps, mirror, lacp, slp, and igmp.

MULTILINK ML800 MANAGED EDGE SWITCH - INSTRUCTION MANUAL
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It is recommended to save the configuration (using saveconf command discussed above)
before using the kill config command. The following two examples illustrate how to erase
all the Switch’s configuration using the kill config command and the second example
illustrates how to erase all the Switch's configuration with the exception of ‘system’
configuration.

ML800# kill config

Do you want to erase the configuration?

['Y or "N] Y

Successfully erased configuration...Please reboot.
ML800# kill config save=system

Do you want to erase the configuration?

['Y or '"N] Y

Successfully erased configuration...Please reboot.

Once the configuration is erased, please reboot the switch for the changes to take effect.
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5.5 IPve

This section explains how to access the GE MultiLink switches using IPv6 instead of IPv4
addressing. IPv6 provides a much larger address space and its use is often required.

Assumptions

It is assumed here that the user is familiar with IP addressing schemes and has other
supplemental material on IPv6, configuration, routing, setup and other items related to
IPv6. This user guide does not discuss these details.

5.5.1 Introduction to IPv6

IPv6 is short for "Internet Protocol Version 6". IPv6 is the "next generation” protocol or IPng
and was recommended to the IETF to replace the current version Internet Protocol, IP
Version 4 ("IPv4"). IPv6 was recommended by the IPv6 (or IPng) Area Directors of the
Internet Engineering Task Force at the Toronto IETF meeting on July 25, 1994 in RFC 1752:
The Recommendation for the IP Next Generation Protocol. The recommendation in
guestion, was approved by the Internet Engineering Steering Group and a proposed
standard was created on November 17, 1994. The core set of IPv6 protocols was created
as an IETF draft standard on August 10, 1998.

IPv6 is a new version of IP, designed to be an evolutionary step from IPv4. It is a natural
increment to IPv4. It can be installed as a normal software upgrade in internet devices and
is interoperable with the current IPv4. Its deployment strategy is designed to have no
dependencies. IPv6 is designed to run well on high performance networks (e.g. Gigabit
Ethernet, OC-12, ATM, etc.) and at the same time still be efficient on low bandwidth
networks (e.g. wireless). In addition, it provides a platform for the new level of internet
functionality that will be required in the near future.

IPv6 includes a transition mechanism designed to allow users to adopt and deploy it in a
highly diffuse fashion, and to provide direct interoperability between IPv4 and IPv6 hosts.
The transition to a new version of the Internet Protocol is normally incremental, with few or
no critical interdependencies. Most of today's internet uses IPv4, which is now nearly
twenty years old. IPv4 has been remarkably resilient in spite of its age, but it is beginning
to have problems. Most importantly, there is a growing shortage of IPv4 addresses, which
are needed by all new machines added to the Internet.

IPv6 fixes a number of problems in IPv4, such as the limited number of available IPv4
addresses. It also adds many improvements to IPv4 in areas such as routing and network
auto configuration. IPv6 is expected to gradually replace IPv4, with the two coexisting for a
number of years during the transition period.

5.5.2 What's changed in IPV6?

The changes from IPv4 to IPv6 fall primarily into the following categories:

e Expanded Routing and Addressing Capabilities - IPv6 increases the IP address size
from 32 bits to 128 bits, to support more levels of addressing hierarchy, a much
greater number of addressable nodes, and simpler auto-configuration of
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5.5.3

CHAPTER 5: IP ADDRESSING

addresses. The scalability of multicast routing is improved by adding a "scope”
field to multicast addresses.

e Anew type of address called an "anycast address” is defined, that identifies sets of
nodes where a packet sent to an anycast address is delivered to one of these
nodes. The use of anycast addresses in the IPv6 source route allows nodes to
control the path along which their traffic flows.

e Header Format Simplification - Some IPv4 header fields have been dropped or
made optional, to reduce the common-case processing cost of packet handling
and to keep the bandwidth cost of the IPv6 header as low as possible despite the
increased size of the addresses. Even though the IPv6 addresses are four times
longer than the IPv4 addresses, the IPv6 header is only twice the size of the IPv4
header.

¢ Improved Support for Options - Changes in the way IP header options are encoded
allow more efficient forwarding, less stringent limits on the length of options, and
greater flexibility for introducing new options in the future.

¢ Quality-of-Service Capabilities - A new capability is added to enable the labeling of
packets belonging to particular traffic "flows" for which the sender requests
special handling, such as non-default quality of service or “real- time" service.

¢ Authentication and Privacy Capabilities - IPv6 includes the definition of extensions
which provide support for authentication, data integrity, and confidentiality. This is
included as a basic element of IPv6 and will be included in all implementations.

IPv6 Addressing

IPv6 addresses are 128-bits long and are identifiers for individual interfaces and sets of
interfaces. IPv6 addresses of all types are assigned to interfaces, not nodes. Since each
interface belongs to a single node, any of that node's interface’s unicast addresses may be
used as an identifier for the node. A single interface may be assigned multiple IPv6
addresses of any type.

There are three types of IPv6 addresses. These are unicast, anycast, and multicast. Unicast
addresses identify a single interface. Anycast addresses identify a set of interfaces such
that a packet sent to an anycast address will be delivered to one member of the set.
Multicast addresses identify a group of interfaces, such that a packet sent to a multicast
address is delivered to all the interfaces in the group. There are no broadcast addresses in
IPv6. This function has been replaced by multicast addresses.

IPv6 supports addresses which are four times the number of bits as IPv4 addresses (128 vs.
32). This is 4 Billion x 4 Billion x 4 Billion (296) times the size of the IPv4 address space (232).
This works out to be:

340,282,366,920,938,463,463,374,607,431,768,211,456

This is an extremely large address space. In a theoretical sense this is approximately
665,570,793,348,866,943,898,599 addresses per square meter of the surface of the planet
Earth (assuming the earth surface is 511,263,971,197,990 square meters). In the most
pessimistic estimate this would provide 1,564 addresses for each square meter of the
surface of Earth. The optimistic estimate would allow for 3,911,873,538,269,506,102
addresses for each square meter of the surface Earth. Approximately fifteen percent of
the address space is initially allocated. The remaining 85% is reserved for future use.
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Details of the addressing are covered by numerous articles on the WWW as well as other
literature, and are not covered here.

5.5.4 Configuring IPv6

The commands used for IPv6 are the same as those used for IPv4. Some of the commands
will be discussed in more details later. The only exception is the ‘ping’ command where
there is a special command for IPv6. That commands is ‘ping6’ and the syntax is as

Syntax ping6 <IPv6 address> - pings an IPv6 station.
There is also a special command to ping the status of IPv6. That command is
Syntax show ipv6 - displays the IPv6 information.

To configure IPv6, the following sequence of commands can be used:

ML800# ipconfig ?
ipconfig : Configures the system IP address, subnet mask and gateway
Usage

ipconfig [ip=<ipaddress>] [mask=<subnet-mask>] [dgw=<gateway>]

ML800# ipconfig ip=fe80::220:6ff:fe25:ed80 mask=ffff.ffff ffffffff::
Action Parameter Missing. "add" assumed.
IPv6 Parameters Set.

ML800# show ipv6

IPv6 Address : fe80::220:6ff:fe25:ed80 mask : ffff:ffff:ffff:ffff:

ML800# show ipconfig

IP Address : 192.168.5.5

Subnet Mask: 255.255.255.0

Gateway Address: 192.168.5.1

IPv6 Address: fe80::220:6ff:fe25:ed80 mask : ffffffffffffffff:
IPv6 Gateway:

ML80O#

FIGURE 5-5: Configuring IPv6

In addition to the commands listed above, the commands which support IPv6 addressing
are

Syntax ftp <IPv6 address> - ftp to an IPv6 station
Example - ftp fe80::220:6ff.fe25:ed80
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Syntax telnet <IPv6 address> - telnet to an IPv6 station
Example - telnet fe80::220:6ff:fe25:ed80

Besides, if the end station supports IPv6 addressing (as most Linux and Windows systems
do), one can access the switch using the IPv6 addressing as shown in the example below

http://fe80::220:6ff:fe25:ed80

List of commands in this chapter

Syntax ipconfig [ip=<ip-address>] [mask=<subnet-mask>] [dgw=<gateway>] [add|del]
- configure an IPv6 address. The add/delete option can be used to add or delete IPv4/IPv6
addresses.

Syntax show ipconfig - display the IP configuration information - including IPv6 address
Syntax ping6 <IPv6 address> - pings an IPv6 station

Syntax show ipv6 - displays the IPv6 information

Syntax ftp <IPv6 address> - ftp to an IPv6 station

Syntax telnet <IPv6 address> - telnet to an IPv6 station.
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